The impact of using different lossy compression algorithms on the matching accuracy of fingerprint and face recognition systems is investigated. In particular, we relate rate-distortion performance as measured in PSNR to the matching scores as obtained by the recognition systems. JPEG2000 and SPIHT are correctly predicted by PSNR to be the most suited compression algorithms to be used in fingerprint and face recognition systems. Fractal compression is identified to be least suited for the use in the investigated recognition systems, although PSNR suggests JPEG to deliver worse recognition results in the case of face imagery. JPEG compression performs surprisingly well at high bitrates in face recognition systems, given the low PSNR performance observed.
INTRODUCTION
With the increasing usage of biometric systems the question arises naturally how to store and handle the acquired sensor data. In this context, the compression of these data may become imperative under certain circumstances due to the large amounts of data involved. Among other possibilities (e.g. like template storage on IC cards), compression technology may be used in two stages of the processing chain in classical biometric recognition:
1. Storage of reference data: In most template databases (where the reference data of the enrolled individuals is stored) only the extracted features required for the matching step are stored as opposed to retaining the originally acquired sensor data. However, in case the features should be replaced for some reason (e.g. when a superior or licence-free matching technique involving a different feature set becomes available), having stored only extracted features implies the requirement for all legitimate users for a reenrollment, which can be expensive and is highly undesired since user-acceptance of the entire biometric system will suffer. Storing the original sensor data in addition to the features required for the current matching technique solves this problem. Of course, these data need to be stored in compressed (to save storage space) and encrypted (to protect privacy) form.
Transmission after sensor data acquisition:
In distributed biometric systems, the data acquisition stage is often dislocated from the feature extraction and matching stage (this is true for the enrollment phase as well as for authentication). In such environments the sensor data have to be transferred via a network link to the respective location, often over wireless channels with low bandwidth and high latency. Therefore, a minimization of the amount of data to be transferred is highly desirable, which is achieved by compressing the data before transmission. An alternative solution would be to extract the features before transmission and to transfer feature data only -in many cases, feature extraction is more demanding as compared to compression which generates additional workload for the often mobile and low power acquisition devices.
Having found that compression of the raw sensor data can be advantageous in certain applications, we have to identify techniques suited to accomplish this task in an optimal manner. In order to maximize the benefit in terms of data reduction, lossy compression techniques have to be applied. However, the distortions introduced by compression artifacts may interfere with subsequent feature extraction and may degrade the matching results. In particular, FRR or FNMR will increase (since features of the data of legitimate users are extracted less accurately from compressed data) which in turn affects user convenience and general acceptance of the biometric system. In extreme cases, even FAR or FMR might be affected.
In this work, we will focus on the compression of fingerprint and face images. Contrasting to the overwhelming majority of literature and studies in this field, we will not rely on assessing the resulting objective and subjective image quality after compression only, but we will apply biometric recognition systems to the compressed sensor data to evaluate the effects of compression on recognition accuracy, in particular on the matching results of legitimate users.
In Section 2, we will review and discuss the available literature on fingerprint and face image compression. Section 3 is the main part of this work where we first describe the employed image compression techniques, the used biometric recognition systems, and the data these algorithms are applied to. Subsequently we present and discuss our experimental results where we compare and rank the compression algorithms in use. Section 4 concludes the paper.
FINGERPRINT AND FACE IMAGE COMPRESSION
The reason for focussing our investigations to fingerprint and face recognition is that these two biometric modalities are expected to be used in EU travel documents -the ePassport. In this application scenario, compression technology is even more interesting as compared to classical biometrical recognition applications due to the required storage of template data on IC cards.
During the last decade, several algorithms and standards for compressing image data relevant in biometric systems have evolved. The certainly most relevant one is the recent ISO/IEC 19794 standard on Biometric Data Interchange Formats, where Parts 4 and 5 cover fingerprint and face image data, respectively. ISO/IEC 19794-4 allows fingerprint image data to be stored in lossy manner in the JPEG, 1 WSQ, 2 and JPEG2000 3 formats, where the latter is recommended. A corresponding specific JPEG2000 Part I profile for 1000 ppi fingerprint images is proposed in.
4 ISO/IEC 19794-5 allows face image data to be stored in lossy manner in the JPEG and JPEG2000 formats. While the data formats specified by the ISO/IEC 19794 standard are fixed at present state, their impact on recognition accuracy as compared to other algorithms is not well documented. Moreover, many more generalpurpose algorithms as well as techniques tailored to specific biometric modalities exist, which we will discuss in the following.
A vast amount of literature exists in which different compression algorithms are compared with respect to their rate-distortion performance on "usual" image data (e.g. 5, 6 ). Also, more specific image data has been used for comparisons: for example, 7 compares wavelet transforms and fractal coding in texture-based image retrieval, in earlier work we have used a prediction (DPCM) scenario 8 and artificially generated images 9 for assessing various algorithms.
Fingerprint images exhibit characteristic high energy in certain high frequency bands resulting from the ridge-valley pattern and other structures. To account for this property, the WSQ standard for lossy fingerprint compression as adopted by the FBI 2 uses a specific wavelet packet subband structure which emphasises the important high frequency bands. This standard has been shown to be clearly superior to JPEG compression in terms of psychovisual and PSNR quality. Wavelet-based compression schemes have been subsequently investigated in great number for their usefulness in fingerprint compression. Filter choice in classical pyramidal coding schemes specifically tuned for fingerprint compression has been one of the main areas of research.
11, 12 identify biorthogonal filters as being superior to orthogonal ones.
13 also optimizes filters for fingerprint compression, a special type of wavelet filter (polyphase) to adapt to high frequency content is suggested in.
14 Simulated annealing over the wavelet filter coefficients 15 is used as well as a method based on the coevolutionary genetic algorithm 16 to evolve specialized wavelets for fingerprint images (the latter work with focus on the JPEG2000 context).
Inspired by the WSQ FBI algorithm, a few wavelet packet based fingerprint compression schemes have been developed. An improved WSQ entropy coding stage using lossless zerotree coding is proposed in.
17
Various subband structures with subsequent lattice vector quantization as proposed in 18 turn out to be superior to JPEG, WSQ, EZW, and SPIHT among others.
19 also uses the concept of adaptive subband structures to improve on the fixed structure WSQ method, 20 adapts the wavelet packet filters and the decomposition level in addition to the selection of subbands and adapts better to the actual frequency characteristics of the image in this way.
A final class of compression schemes exploits the strong directional features in fingerprint images caused by ridges and valleys. A scanning procedure following dominant ridge direction has shown to improve lossless coding results as compared to JPEG-LS and PNG. 21 A wavelet footprint representation characterizing efficiently singular structures (corresponding to ridges) is used in 22 which turns out to deliver better results as compared to the SPIHT algorithm.
23 Contourlets 24, 25 and contourlet packets 26 are used to exploit directional information which also results in improvements as compared to classical algorithms.
It is worth noticing that the evaluation of compression performance of the schemes described so far is surprisingly limited to PSNR or RMS-error computation and to psychovisual studies. Effects on actual fingerprint matching or recognition are not investigated. One of the few exceptions is found in 27 where image tiles containing minutiae are compressed using PC and wavelet transform and the effects on FAR of a specific recognition system are studied. However, this is a very specialized technique since only parts of the original sensor data containing minutiae are retained.
Contrasting to fingerprints, face images represent typical average image data with dominating low and medium frequency content. Therefore, apart from 28 (which reconstructs facial texture images with partial areas of reference face pictures by least-square minimization), no specific compression techniques have been specified and investigated for face images, for most applications simply JPEG or JPEG2000 compression is used. Contrasting to the fingerprint case, compression effects with respect to face recognition accuracy have been studied: 29 investigates the impact of JPEG und JPEG2000 on the recognition results of 12 different face recognition techniques, and 30 employs varying bitrates using JPEG2000 to determine the trade-off points between recognition accuracy and compression ratio.
In the subsequent experimental study we will apply a set of general purpose compression algorithms to fingerprint and face image data and we will study their respective impact on the recognition accuracy of selected matching techniques. Specifically, we will relate the rate-distortion performance of the compression schemes to the matching score of the recognition systems applied to the compressed data. In this way, we are able to compare the compression schemes for their respective usefulness in the biometric context and we will also see whether we obtain similar or different results for the two investigated biometric modalities.
EXPERIMENTAL STUDY

Setting and Methods
Compression Algorithms
We use five different general purpose image compression algorithms which have been extensively described and discussed in the open literature before (implementations are available for free download on the internet). Since the block-DCT based JPEG standard 1 is a part of almost any image processing tool we do not give further reference on it. For the wavelet-based JPEG2000 3 standard we have used the JAVA reference implementation JJ2000
† . SPIHT 23 relies as well on the wavelet transform, but contrasting to JPEG2000 which exploits intra subband correlations only, SPIHT is a zero-tree based codec which exploits coefficient dependencies across subbands. We have employed the implementation as provided by the developers originally ‡ . In addition to these described three transform-based compression algorithms we also use codebook-based schemes. Fractal image compression 31 exploits self similarities within images (where the image itself may be interpreted as an † http://jj2000.epfl.ch/ ‡ http://www.cipr.rpi.edu/research/SPIHT/ •1 P internal codebook) and has been discussed controversially in the literature. We have employed an adaptive quadtree method implementation § based on Y. Fishers code. As the fifth algorithm a special flavour of vector quantization is used. PRVQ ¶ performs a block-based prediction within the image to be compressed (similar to the intra-prediction mode in H.264), subsequently the residual image is compressed by a vector quantization strategy.
9 describes PRVQ and the used fractal compression variant in some detail.
When applied to common images, JPEG2000 and SPIHT usually give the best results in terms of PSNR, closely followed by PRVQ. For high bitrates, JPEG provides fourth best results, whereas fractal compression is superior to JPEG for medium and low bitrates. We expect similar results for face images, whereas for fingerprint images it may be expected that the three block-based schemes (JPEG, fractal compression, and PRVQ) might not be able to preserve the high frequency ridge structure well.
Biometric Recognition Systems
The employed recognition systems have been selected to ensure reproducibility of the results -corresponding software is available for free download on the internet.
Fingerprint Recognition
We employ three fingerprint systems. VeriFinger is a commercial tool which relies on minutiae matching without employing core and delta points and claims tolerance to translation and rotation. The algorithm outputs a similarity score ranging between 700-1200 for identical images and 0 for entirely different fingerprints (this is the actual mean value of the scores between our first image and the five remaining fingerprints). eFinger * * is a students' project work using the minutiae matching paradigm as well. The classical stages enhancement and ridge detection, binarization, thinning, minutiae extraction, and matching are employed. The algorithm outputs as well a similarity measure in the "Image Mapping" mode ranging between 300-500 for identical images and 62 for different fingerprints (which is again the mean value as described above). Fingerprint Recognition System † † (FiRS) is a commercial Matlab tool using Gabor filters to capture both local and global details in a fingerprint as a compact fixed length FingerCode (similar to the well known IrisCode). Matching computes Euclidian distance between two FingerCodes and outputs a value in the range between 0 for identical images and a mean value of 2014 for different fingerprints. Face Recognition We employ two face systems. VeriLook * is a tool developed by the company commercializing VeriFinger. Although there is no description of the algorithm available we conjecture that a correlation type measure after image registration is used which outputs a similarity measure in the range between 1.0 for identical images and 0.32 (again the described mean value) for different faces. Note also that the maximal similarity encountered among our test images is 0.47. Face Recognition System † (FaRS) is a commercial Matlab tool using eigenfaces as significant features for matching. The algorithm computes a distance measure and outputs a value of 0 for identical images and a mean value of 169577500 for different faces.
Sample Data
For both biometric modalities we consider 256 × 256 pixels images with 8bit grayscale information per pixel (8bpp). All employed compression software is able to handle this type of imagery (which is not true for color or non-squared images). The six fingerprint images used in the following experiments as shown in Fig. 1 have been extracted from a sample fingerprint database ‡ .
The six frontal face images used in the experiments as shown in Fig. 1 have been extracted from several databases -exact reference can be provided upon request.
Results
In the concrete experiments we compress a fingerprint or face image with a series of certain compression ratios and record both ratio and corresponding PSNR values. Subsequently, we conduct a fingerprint or face recognition procedure, matching the compressed template against the uncompressed original image data. For example, the resulting score corresponds to a recognition situation where the enrollment samples have been stored in original form, whereas the acquired sensor data in the authentication stage has been transmitted to the matching unit in compressed form. In case of severe distortions, a poor matching result might cause a false rejection or false non-match. Fig. 2(a) displays the rate-distortion performance (compression ratio vs. PSNR) of JPEG applied to the fingerprint images in our test set. We notice differences up to 3dB among the images, which is surprisingly high given the high structural similarity. Also the achievable compression ratio varies significantly with the lowest quality setting: ratios between 30 and 45 are obtained. Fig. 2(b) shows the matching results of the VeriFinger system (compression ratio vs. similarity). An interesting observation is that we do not see monotonically decreasing similarity scores for increasing compression ratio (this is especially pronounced for img1-3). Except for fractal coding, this undesired property of VeriFinger is found when used combined with all compression techniques (though less pronounced for JPEG2000 and SPIHT). It is worth noting that the eFinger matching procedure does not exhibit the same effects although it is based on minutiae matching as well.
Fingerprint Images
In Fig. 3(a) , we display the rate-distortion performance (compression ratio vs. PSNR) of JPEG2000. Compared to the JPEG results (see Fig. 2(a) ) PSNR values are consistently higher: for ratio 10, PSNR ranges between 31.5dB and 34.5dB for JPEG2000 and between 30dB and 32dB for JPEG, respectively; for ratio 30, PSNR is down to a range between 20dB and 23.5dB for JPEG, whereas JPEG2000 still delivers values between 24.5dB and 27.5dB. However, the ranking among the images is identical for JPEG and JPEG2000.
The similarity scores of the eFinger system under JPEG2000 compression are visualized in Fig. 3(b) . Contrasting to the VeriFinger results (compare Fig. 2(b) ), increasing compression ratio causes monotonically decreasing scores.
However, we observe another interesting phenomenon. The scores corresponding to img1 indicate the highest similarity degree among all images. Interestingly, img1 exhibits the lowest PSNR values of all images considered (see Fig. 3(a) ). The opposite would have been expected of course -does this imply that PSNR is an extremely poor indicator of matching scores ? Not yet -the actual similarity value computed by the eFinger matching module is more dependent on the image structure (e.g. the number of minutiae) than on image quality. This gets clear when considering the similarity scores for img3. This image is among the Top 3 concerning PSNR across the entire range of bitrates but shares the lowest similarity value with img1 at a compression ratio of 10.
With increasing compression ratio, the similarity scores are much less deteriorated as compared to other images. The less steep slope of the similarity curve of img3 is the result of the better PSNR values.
In the following we present results averaged across all images considered. Fig. 4(a) compares the ratedistortion performance (compression ratio vs. PSNR) of all five compression algorithms. It is clearly visible that JPEG2000 and SPIHT behave very similarly and significantly outperform the remaining techniques across the entire range of bitrates. JPEG and PRVQ perform almost equivalently up to a compression ratio of 20, for lower bitrates PRVQ is clearly superior. Fractal compression delivers very poor results for all bitrates. It should be noted that the absolute PSNR values are rather low which confirms that fingerprint images are not easy to compress, additionally we observe fairly large differences among the algorithms. JPEG and PRVQ have been used with their respective lowest quality settings resulting in a top compression ratio of about 40. Subsequently, we will investigate whether the relative and absolute PSNR performance of the compression algorithms is a good indicator for the matching performance of the recognition systems when applied to the compressed data. Fig. 4(b) shows the averaged (over all images) results for VeriFinger. Surprisingly, JPEG delivers an excellent similarity score for compression ratio 10 (i.e. high quality) -in this bitrange range, only JPEG2000 shows competitive results. When bitrate is decreased, the similarity score of JPEG degrades significantly. PRVQ gives clearly better similarity values as compared to JPEG and at ratio 40 the PRVQ score is even identical to that of JPEG2000. Overall, JPEG2000 and SPIHT clearly outperform the rest of the compression algorithms. At the lower end, fractal compression exhibits the lowest similarity scores and attains a score of 0 for compression ratios 35 and higher. Recall that also entirely different images result in a similarity score of 0. Fig. 5(a) presents the corresponding results for the eFinger system, which give a much more regular impression as compared to those of VeriFinger, although both systems rely on similar technology. Similarity scores of JPEG2000, SPIHT, and PRVQ correspond well to their respective PSNR results as shown in Fig. 4(a) . However, JPEG shows consistently lower similarity scores as compared to PRVQ, contrasting to PSNR performance which is equal up to ratio 20 for both algorithms. Fractal compression again delivers the lowest similarity scores and attains values lower than 62 for ratios of 40 and higher (recall that 62 is the mean similarity value among our test images).
Finally, Fig. 5(b) shows the results of the FiRS. We observe the same ranking among the compression algorithms as observed with the eFinger system. Also the JPEG distance values are only competitive at ratio 10, for higher ratios PRVQ and the other algorithms are clearly better. Again fractal compression performs significantly weaker as the other algorithms and the distance score rises above the mean value among different images (i.e. 2014) for compression ratios of 25 and higher.
Overall, PSNR is found to be a satisfying but not perfect indicator for matching performance of the fingerprint recognition systems considered. In particular, the PSNR top-ranked algorithms JPEG2000 and SPIHT exhibit top-ranked recognition scores as well. Also, fractal compression confirms low recognition scores as expected due to the low PSNR results. However, the actual recognition scores of fractal compression are even lower as would have been expected and values identical to those obtained by entirely different images are seen. Fractal compression is obviously not at all suited for fingerprint compression and might actually lead to an increasing FAR/FMR in addition to increasing FRR/FNMR when used in fingerprint recognition. PRVQ does surprisingly well and outperforms JPEG almost across the entire range of compression ratios which is not expected given the PSNR performance only. JPEG on the other hand gives better recognition scores for compression ratio 10 as to be expected from PSNR results, the recognition scores for higher compression ratios, especially when compared to those of PRVQ are weaker as would have been expected. Fig. 6 (a) displays the rate-distortion performance (compression ratio vs. PSNR) of SPIHT applied to the six face images. We notice differences up to 3dB among the different images. In Fig. 6(b) we present the matching results of the VeriLook system (compression ratio vs. similarity). Similar to the VeriFinger system provided by the same manufacturer (compare Fig. 2(b) ) we do not see monotonically decreasing similarity scores for increasing compression ratio (this is especially pronounced for img1, img4, and img6). This undesired property of VeriLook is found when used in combination with all compression techniques investigated. It is worth noting that the FaRS matching procedure does not exhibit such effects.
Face Images
In accordance to the fingerprint image case, we present in the following results averaged across all face images considered. Fig. 7(a) compares the rate-distortion performance (compression ratio vs. PSNR) of all five compression algorithms investigated. In general the PSNR values observed are significantly higher as compared to the fingerprint case. This is due to the already mentioned high frequency nature of fingerprint images, which cannot be modeled well with general purpose image compression schemes. 
E2:
Contrasting to the fingerprint case, SPIHT outperforms JPEG2000 consistently by 0.5dB. PRVQ does fairly well and is ranked third, even approaching the results of JPEG2000 for higher compression ratios. Fractal compression is clearly ranked at the forth position except for compression ratio 10 where JPEG is superior. JPEG performs worst and is the only algorithm not able to reach the maximal compression ratio 80.
We notice a significantly different result as compared to fingerprint images, especially at the lower end. Whereas fractal compression is the weakest compression scheme for fingerprint images, JPEG gives the worst PSNR values for face images. PRVQ is much improved for face images as compared to fingerprint images and even approaches JPEG2000 results for high compression ratios. Note that the ranking as seen for face images corresponds to the ranking as observed for common images as reported in literature.
It will be interesting to see in how far this different rate-distortion performance for face images is propagated into the recognition scores. Subsequently, we will investigate whether the relative and absolute PSNR performance of the compression algorithms is a good indicator for the matching performance of the face recognition systems. Fig. 7(b) shows the averaged (over all images) results for VeriLook. We notice two interesting issues. First, the similarity scores for JPEG are above those of fractal compression up to a compression ratio of 40 (although the PSNR values are significantly below those of fractal compression), JPEG even surpasses PRVQ up to a ratio of 20 in terms of similarity results. Second, PRVQ similarity scores for high compression ratios are slightly above those of JPEG2000 -but considering PSNR JPEG2000 is clearly superior. It is also worth noting that the maximal similarity score for different images in our test set was found to be 0.47 -the values for JPEG as well as for fractal compression fall below this threshold for compression ratios higher than 45. In order to bound FAR/FMR and FRR/FNMR those two compression algorithms should never be used within a VeriLook application.
Finally, Fig. 7(c) shows the averaged results of the FaRS. Whereas the ranking in terms of distance scores corresponds well to the PSNR results for JPEG2000, SPIHT, and PRVQ, fractal compression results in the highest distance values of all algorithms although it was clearly ranked fourth in terms of PSNR. Again, JPEG does exceptionally well in terms of distance score as compared to its PSNR performance: up to a compression ratio of 20, JPEG performs equally well as the two top performing algorithms JPEG2000 and SPIHT, and even up to a compression ratio of 35 it is better as compared to PRVQ (which is up to 6 dB PSNR superior in this range !) Overall, PSNR is found to be a less reliable indicator for recognition scores in the case of face images as compared to fingerprint images. This is somewhat surprising, since face images exhibit properties much more alike the common average image as compared to fingerprint images and one would expect a more reliable quality assessment by PSNR for this reason. In particular, the recognition performance of schemes involving JPEG is severely underestimated when using JPEGs PSNR performance as a reference. Similar to the fingerprint case, fractal compression turns out to be the least suited compression algorithm to be used within face recognition systems, a fact that would not have been expected based on PSNR measurements only. JPEG2000 and SPIHT are correctly predicted to deliver excellent matching robustness based on their superior PSNR values.
CONCLUSIONS AND FUTURE WORK
We have found PSNR to be a good indicator of finger and face recognition matching scores in the case of JPEG2000 and SPIHT. Both wavelet-based algorithms perform exceptionally well in terms of rate-distortion performance and matching scores of all recognition systems considered. While PSNR exactly predicts the poor matching scores of fractal compression the case of fingerprint images, the relatively high PSNR results for face images suggest fractal compression to perform superior to JPEG for this biometric modality. The opposite is true -despite the low PSNR results, JPEG performs quite well in face recognition applications for high and medium bitrate applications with respect to matching results. Given our findings, the use of JPEG and fractal compression at low bitrates may affect FRR/FNMR as well as even FAR/FMR in extreme cases for some recognition systems. These two algorithms should therefore not be used in such scenarios without checking possible side-effects.
In future we will cover two issues. First, we will investigate whether the good PSNR performance of some techniques tailored specifically to a target modality does carry over to recognition results. This will allow to answer the question if it makes sense to push the development of such specialized compression algorithms or if it is sufficient to stick to general purpose standards like JPEG2000. Second, we will model more accurately what really happens in a recognition system. Instead of matching a compressed and a raw version of a single fingerprint image, we will extend our approach by using the more or less compressed versions of fingerprint images corresponding to different acquisitions of a single finger in the matching stage.
